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Brookvale Practice








�This Privacy Notice explains what information we collect about you, how we store this information, how long we retain it and with whom and for which legal purpose we may share it. �


�








Our Use of Third-Party Processors





How We Maintain Your Records





What Your Rights Are





Who We Are





 











Why We Collect Personal Information About You





What Personal Information We Collect About You and How We Obtain It





Notice on Recording





What Our Legal Basis Is For Processing Personal Information





How Long We Keep Your Information For





What We Do With Your Personal Information��What We May Do With Your Personal Information��Who We Share Your Personal Information With and Why





Practice Information Governance Contacts & DPO





How to Contact the Information Commissioner’s Office





����Who We Are








Brookvale Practice employs more than 26 Number of Staff and operates from Hallwood Health Centre Hospital Way Runcorn WA7 2UT.��Our Practice is registered with the Information Commissioner’s Office (ICO) to process personal and special categories of information under the General Data Protection Regulations & Data Protection Act 2018 and our registration number is Z6911194�


�For further information please refer to the Practice Information, Team or ‘About Us’ page on our website:


http://www.brookvalepractice.nhs.uk








���Why We Collect Personal Information About You








�The healthcare professionals employed by the Practice require personal information in order to provide healthcare services; this includes but is not limited to details related to your living situation and anything that may have an impact on your health. Details that allow for the proper maintenance of contact details are also required. ��These details will typically be used for direct care but may be utilised to improve healthcare services. This information needs to be collected, held and maintained as accurately as possible in order to provide you with the best care possible.  ��This personal information may be held in a variety of formats, including paper records, electronically, on computer systems or within video and audio files.��In some cases the information may be collected for other reasons, you will be informed if this is the case.














��What Personal Information We Collect About �You and How We Obtain It








Personal information about you is collected in a number of ways.  This can be referral details from our staff, other 3rd parties or hospitals, directly from you or your authorised representative.


We will likely hold the following basic personal information about you: your name, address (including correspondence), telephone numbers, date of birth, next of kin contacts, etc.  We might also hold your email address, marital status, occupation, overseas status, place of birth and preferred name or maiden name.


In addition to the above, we may hold sensitive personal information about you which could include:  


Notes and reports about your health, treatment and care, including:


Your medical conditions


Results of investigations, such as x-rays and laboratory tests


Future care you may need 


Personal information from people who care for and know you, such as relatives and health or social care professionals 


Other personal information such as smoking status and any learning disabilities 


Your religion and ethnic origin


Whether or not you are subject to any protection orders regarding your health, wellbeing and human rights (safeguarding status)


It is important for us to have a complete picture of you as this will assist staff to deliver appropriate treatment and care plans in accordance with your needs. Details not related to this allow us to contact you about your care when appropriate. 





�����What Our Legal Basis Is For Processing Personal Information








��We adhere to the legal bases for processing as laid out by the General Data Protection Regulations 2016. There are different legal bases that are employed depending on the circumstances and the data processed however we most commonly rely on the following:��For personal data:�Article 6.1(e) Processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller. ��For personal data including special category (health) data:�Article 9.2(h) Processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care systems and services on the basis of Union or Member State law or pursuant to contract with a health professional and subject to the conditions and safeguards referred to in paragraph 3.��The relevant legislation can be found at: ��� HYPERLINK "https://gdpr-info.eu/" �https://gdpr-info.eu/� - GDPR��� HYPERLINK "http://www.legislation.gov.uk/ukpga/2018/12/contents" �http://www.legislation.gov.uk/ukpga/2018/12/contents� - Data Protection Act 2018��� 








�What We Do With Your Personal Information���What We May Do With Your Personal Information���Who we share your Personal Information with and Why








Your records are used to directly, manage and deliver healthcare to you to ensure that:


Staff members involved in your care have accurate and up to date information. This is in order for them to assess and advise on the most appropriate care for you.


Staff members have the information they need to be able to assess and improve the quality and type of care you receive.


Appropriate information is available if you see another healthcare professional or are referred to a specialist, social care, another part of the NHS or healthcare provider.


The personal information we collect about you may also be used to:


Remind you about your appointments and send you relevant correspondence.


Review the care we provide to ensure it is of the highest standard and quality, e.g. Through audit or service improvement.


Support the funding of your care, e.g. With commissioning organisations.


Prepare statistics on NHS performance to meet the needs of the population or for the Department of Health and other regulatory bodies.


Help to train and educate healthcare professionals.


Report and investigate complaints, claims and untoward incidents.


Report events to the appropriate authorities when we are required to do so by law.


Review your suitability for research study or clinical trials.


Contact you with regards to patient satisfaction surveys relating to services you have used within our hospital so as to further improve our services to patients.


Unless a legal basis allows otherwise we will, where possible, always look to anonymise/pseudonymise your personal information so as to protect patient confidentiality. We will only use/share the minimum information necessary.  





�Our Use Of �Third-Party Processors








�To enable the effective use and management of the Practice’s patient information we utilise approved & secure clinical system/s to process our patient information. The systems that are contracted to maintain and store personal and confidential information on our behalf are:��Emis Health and Docman Advanced Company.





�����How We Maintain Your Records








Your personal information is held in both paper and electronic forms for specified periods of time as set out in the NHS Records Management Code of Practice for Health and Social Care and National Archives Requirements.


We hold and process your information in accordance with the Data Protection Act 2018 as amended by the GDPR 2016.  In addition, those working for the NHS must comply with the Common Law Duty of Confidentiality this also includes various national and professional standards and requirements.  


We have a duty to:


Maintain full and accurate records of the care we provide to you.


Keep records about you confidential and secure.


Provide information in a format that is accessible to you.


Use of Email - Some services in the Practice provide the option to communicate with patients via email. �Please be aware that the Practice cannot guarantee the security of this information whilst in transit, and by requesting this service you are accepting this risk.


Further information can be found in our Data Security and Protection policy/Information Governance policy, 


which are available at:   � EMBED Word.Document.8 \s ���

















��What Your Rights Are








If we need to use your personal information for any reasons beyond those stated above, we will discuss this with you and ask for your explicit consent. The General Data Protection Regulation gives you certain rights, including the right to:


Request access to the personal data we hold about you, e.g. in health records.  The way in which you can access your own health records is further explained in � EMBED AcroExch.Document.DC  ���


Request the correction of inaccurate or incomplete information recorded in our health records, subject to certain safeguards.  This is also explained in our “Access to Health Record Policy and Disclosure of Personal Data Procedure”.


Object to the use of your personal information: In certain circumstances you may also have the right to ‘object’ to the processing (i.e. sharing) of your information. Where the Practice processes personal data about you on the basis of being required to do so for the performance of a task in the public interest/exercise of official authority, you have a right to object to the processing.  You must have an objection on grounds relating to your particular situation. If you raise an objection, we will no longer process the personal data unless we can demonstrate compelling legitimate grounds for the processing which override your interests, rights and freedoms or the processing is for the establishment, exercise or defence of legal claims.


Refuse/withdraw consent to the sharing of your health records: Under the Data Protection Act 2018/General Data Protection Regulations, we are authorised to process, i.e. share, your health records ‘for the management of healthcare systems and services’. Your consent will only be required if we intend to share your health records beyond these purposes, as explained above (e.g. research).  Any consent form you will be asked to sign will give you the option to ‘refuse’ consent and will explain how you can ‘withdraw’ any given consent at a later time. The consent form will also warn you about the possible consequences of such refusal/withdrawal. 


Request your personal information to be transferred to other providers on certain occasions.








��


Notice On Recording








�In certain instances the Practice may record phone calls or video consultations. ��Phone Call Recording – Call recording occurs either in relation to patient care or may be stored to provide an accurate and objective record for the protection of staff and patients alike as it may be used in cases of legal defence or prosecution.��Video Communications – Changes in the provision of healthcare outside of the usual methods this is delivered has been instituted in many NHS organisations. For this purpose video consultations may sometimes be recorded to provide an accurate record of the healthcare provided. ��While the recording of these consultations proceeds under the Legal Basis’ noted elsewhere in this privacy notice, service users may be asked for their consent to continue with a recorded consultation. Please be aware that this consent does not form the Legal Basis for which this data is processed but is requested to allow service users to opt-out of care provided in this manner.  








��How Long We Keep Your Information For








All records held by the Practice will be kept for the duration specified by national guidance from the Department of Health. 


� HYPERLINK "https://digital.nhs.uk/binaries/content/assets/legacy/pdf/n/b/records-management-cop-hsc-2016.pdf" ��Records Management Code of Practice for Health and Social Care 2016


�We will keep a copy of your information in our Practice for as long as you are registered with our Practice and If you leave the practice we will ensure that a copy of anything we hold is passed on to your new GP.  Your record status will be marked as ‘inactive’ in our clinical system but it will not be deleted.


Confidential information is securely destroyed in accordance with this code of practice.











�National Data �Opt-Out Programme








 Brookvale Practice one of many organisation working in the health and care system to improve care for patients and the public. The information collected about you whenever you use a health or care service can be provided to other approved organisations, where there is a legal basis, to help with planning services, improving quality and standards of care provided, monitoring safety, research into developing new treatments and preventing illness.


All these uses help to provide better health care for you, your family and future generations. Confidential personal information about your health and care is only used in this way where allowed by law and would never be used for insurance or marketing purposes without your explicit consent.


Most of the time, anonymised data is used for research and planning so that you cannot be identified in which case your confidential patient information isn’t needed.


You have a choice about whether you want your confidential patient information to be used in this way. If you are happy with this use of information you do not need to do anything. If you do choose to opt-out your confidential patient information will still be used to support your individual care.


You can find out more about the wider use of confidential personal information and to register your choice to opt out by visiting � HYPERLINK "https://www.nhs.uk/your-nhs-data-matters/" ��https://www.nhs.uk/your-nhs-data-matters/�.








�Data Protection Officer








��Mid-Mersey Digital Alliance (Information Governance Team) – IG@midmerseyda.nhs.uk�Alexandra Business Park�Court Building�Prescot Road�St Helens�WA10 3TP





�Practice Information Governance �Lead���Practice Caldicott Guardian��








�Please contact the Practice Information Governance Lead: dr P Abbott


Brookvale Practice ,Hallwood Health Centre, Hospital Way, Runcorn, WA7 2UT


Hccgbrookvalemc@nhs.net�


Please contact the Practice Caldicott Guardian: Camilla Bhondoo


Information Governance Team – � HYPERLINK "mailto:IG@midmerseyda.nhs.uk" �IG@midmerseyda.nhs.uk�


St Helens & Knowsley Teaching Hospitals NHS Trust�Alexandra Business Park, Pavillion, Court Building, Prescot Road, St Helens, WA10 3TP


Tel: 0151 676 5639





���Information Commissioner’s Office








The Information Commissioner’s Office (ICO) is the body that regulates the Practice under Data Protection and Freedom of Information legislation. If you wish to appeal a decision or make a complaint regarding our handling on data please contact them via:


Information Commissioner's Office - � HYPERLINK "https://ico.org.uk/" �https://ico.org.uk/� 


Wycliffe House


Water Lane


Wilmslow


Cheshire


SK9 5AF


Tel: 0303 123 1113 (local rate) or 01625 545 745 (national rate number)�Fax: 01625 524 510 �Email: � HYPERLINK "mailto:casework@ico.org.uk" �casework@ico.org.uk�  
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		Data Security & Protection Policy


Version No: 1/2021

The purpose of the Data Security & Protection Policy is to support the 7 Caldicott Principles, the 10 Data Security Standards, General Data Protection Regulation (2016), Data Protection Act (2018), the common law duty of confidentiality and all other relevant legislation. Data Protection is a fundamental right and the Practice will embrace the principles of data protection by design and default.





		Document type

		Data Security & Protection Policy



		Date approved

		23/06/2021



		Date implemented

		23/06/2021



		Next review date

		June 2022 or sooner should legislative change require.



		Policy author

		MMDA IG Team 



		Applies to

		All Staff





The local version of this document is the only version that is maintained. Any printed copies should therefore be viewed as “uncontrolled”, as they may not contain the latest updates and amendments. For the avoidance of doubt please see the Practices Information Governance Lead.
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1.0 SCOPE 


The Practice is committed to adhering to the 10 National Data Security Guardian Standards (NDG) in order to ensure the protection and security of all Data which the Practice processes.


This policy was developed in conjunction with the guidance outlined in NHS Digital’s Information Security Policy, General Data Protection Regulation, Data Protection Act 2018 and guidelines from the Information Commissioner’s.


2.0   INTRODUCTION


This policy outlines the approach, methodology and responsibilities for preserving the confidentiality, integrity and availability of Brookvale Practice information. It is the overarching policy for information security and supported by specific technical security, operational security and security management policies. It supports the 7 Caldicott principles and 10 data security standards. This policy covers:


· Information Security principles


· Governance – outlining the roles and responsibilities


· Supporting specific information security policies – Technical Security, Operational Security and Security Management.


· Compliance Requirements. 


3.0 DUTIES, ACCOUNTABILITIES AND RESPONSIBILITIES


This policy applies to all those working within the Practice, in whatever capacity. A failure to follow the requirements of the policy may result in investigation and management action being taken, in line with the Practice’s disciplinary policy and procedure.


The Information Governance Lead/Practice Manager must make their staff aware of the Data Security & Protection Policy at the earliest possible opportunity.

3.1 Practice Staff


Information Security and the appropriate protection of information assets is the responsibility of all users and individuals are expected at all times to act in a professional and responsible manner whilst conducting business. All staff are responsible for the information security and remain accountable for their actions in relation to NHS and other UK Government information and information systems. It is mandatory that staff ensure they understand their role and responsibilities, and that failure to comply with this policy may result in disciplinary action. This will be reinforced by yearly mandatory training.



3.2 Information Governance Lead


The Information Governance (IG) Lead must give their full backing to all the guidelines and procedures as set out and agreed. They must ensure that their staff are aware and adhere to the policy requirements. 


The IG Lead is responsible for:


· Understanding what information is held.


· Knowing what is added and what is removed.


· Understanding how information is moved.


· Knowing who has access and why.


Dr Abbott IG Lead & Caldicaott Gaurdian Lead, Camilla Bhondoo Data Protection Officer, Dawn Jackson Practice Manager IG Lead Admin, Louise Ledward IG Toolkit are individually responsible for ensuring that this policy and information security principles shall be implemented, managed and maintained in their business area. This includes:


· Appointment of Information Asset Owners (IAO) to be responsible for Information Assets in their area(s) of responsibility.


· Awareness of information security risks, threats and possible vulnerabilities within the business area and complying with relevant policies and procedures to monitor and manage such risks.

· Supporting personal accountability of users within the business area(s) for Information Security.

· Ensuring that all staff under their management have access to the information required to perform their job function within the boundaries of this policy and associated policies and procedures.


The Practice Manager and Assistant Practice Manager is accountable for information risk within the Practice and advises the Board on the effectiveness of information risk management within the Practice. 


All Information Security risks shall be managed in accordance with the Practices Risk Management Policy.


3.3 Information Security Lead


The Information Security Lead is responsible for the day to day operational effectiveness of the Data Security and Protection Policy and its associated policies and processes. The Information Security Lead shall:


· Lead on the provision of expert advice to the organisation on all matters concerning information security, compliance with policies, setting standards and ensuring best practice.


· Provide a central point of contact for information security.


· Ensure the operational effectiveness of security controls and processes.


· Monitor and co-ordinate the operation of the Information Security Management System.


· Be accountable to IG Lead/ Practice Manager for Information Security with the Practice. 


· Monitor potential and actual security breaches with appropriate expert security resource.


3.4  Caldicott Guardian/IG Lead

 The Caldicott Guardian/IG Lead is responsible for:


· Ensuring implementation of the Caldicott Principles and Data Security Standards with respect to Confidential Patient Data. 

· Ensuring that the Practice processes satisfy the highest practical standards for handling patient information and provide advice and support to Practice staff as required. 

· Ensuring that patient identifiable information is shared appropriately and in a secure manner. The Caldicott Guardian will liaise where there are reported incidents of person identifiable data loss or identified threats and vulnerabilities in Practice information systems to mitigate the risk.


The aim of the Caldicott Guardian is to ensure the organisation implements the Caldicott principles and data security standards; there is no need to appoint a Caldicott Guardian, but there is a need to have an Information Governance Lead (sometimes referred to as a Caldicott Lead) who, if they are not a clinician, will need support from a clinically qualified individual.


3.5 Data Protection Officer (DPO)

The Data Protection Officer is responsible for ensuring the Practice remains compliant at all times with the GDPR/Data Protection Act, Privacy & Electronic Communications Regulations, Freedom of Information Act and the Environmental Information Regulations. The Data Protection Officer shall:


· Lead on the provision of expert advice to the Practice on all matters concerning the Data Protection Act, compliance, best practice and setting/maintaining standards.


· Inform and advise the organisation and its employees of their data protection obligations under the GDPR.

· Monitor the organisation’s compliance with the GDPR and internal data protection policies and procedures. This will include monitoring the assignment of responsibilities, awareness training, and training of staff involved in processing operations and related audits.

· Advise on the necessity of data protection impact assessments (DPIAs), the manner of their implementation and outcomes.

· Serve as the contact point to the data protection authorities for all data protection issues, including data breach reporting.

The DPO will be independent and an expert in data protection.  The DPO will be the Practice’s point of contact with the Information Commissioner’s Office. DPO’s are required for all public authorities.

4.0 POLICY

The Data Protection & Security Policy outlines the approach, methodology and responsibilities for preserving the confidentiality, integrity and availability of the Practices’ information.  It is the overarching policy for information security and supported by specific technical security, operational security and security management policies.  It supports the 7 Caldicott principles and 10 data security standards. This policy covers:


· Information Security Principles.


· Governance – outlining the roles and responsibilities. (see section 3)


· Supporting specific information security policies – Technical Security, Operational Security and Security Management.


· Compliance Requirements. 

4.1 Information Security Principles


The core information security principles are to protect the following information/data asset properties:


· Confidentiality (C) – protect information/data from breaches, unauthorised disclosures, loss of or unauthorised viewing.


· Integrity (I) – retain the integrity of the information/data by not allowing it to be modified without authorisation.


· Availability (A) – maintain the availability of the information/data by protecting it from disruption and denial of service attacks.


In addition to the core principles of C, I and A, information security also relates to the protection of reputation; reputational loss can occur when any of the C, I or A properties are breached.  The aggregation effect, by association or volume of data, can also impact upon the Confidentiality property.


For the NHS, the core principles are impacted, and the effect aggregated, when any data breach relates to patient medical data.


4.2 Supporting Policies


The Data Security & Protection Policy is developed as a pinnacle document which has further policies, standards and guides which enforce and support the policy.  The supporting policies are grouped into 3 areas: Technical Security, Operational Security and Security Management and are shown in the diagram overleaf.  The Data Security & Protection Policy is closely aligned to the NHS Information Governance Strategy and relies upon, and supports, the Practice’s Physical and Personnel Security policies.


 Technical Security


The technical security policies detail and explain how information security is to be implemented.  These policies cover the security methodologies and approaches for elements such as: Encryption Policy, cloud security policy, back-up policy.


 Operational Security


The operational security policies detail how the security requirements are to be achieved.  These policies explain how security practices are to be achieved for matters such as: acceptable use policy, mobile & remote working, business continuity policy and the use of social media.


Security Management


The security management practices detail how the security requirements are to be managed and checked.  These policies describe how information security is to be managed and assured for processes such as: Data breach and incident reporting policy


See Appendix One for a framework of policies


4.3 Compliance Requirements


Legislation relevant to this policy;


The Practice will comply with all relevant legislation; this includes but is not limited to:


· The Data Protection Act 2018


· The General Data Protection Regulation


· The NHS Confidentiality Code of Practice 2003

· Common Law Duty of Confidentiality

· Freedom of Information Act 2000

· Health & Social Care Act 2016

· Computer Misuse Act 1990
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SUBIJECT ACCESS REQUEST POLICY

Introduction

This policy provides the Practice with a process for the management of requests for personal
information (for living individuals) under the Data Protection Act (DPA), the General Data Protection
Regulations (GDPR) and (for deceased individuals) the Access to Health Records Act 1990.

It defines a process for achieving legislative requirements and ensuring effective and consistent
management of such requests.

The policy ensures that all staff are aware of how a subject access request should be made and to
respond quickly.

Under the Data Protection Act, subject to certain conditions, an individual is entitled to be:

e Told whether any personal data is being processed;

e Given a description of the personal data, the reasons it is being processed,
and whether it will be given to any other organisations or people; and

e Given a copy of the information comprising the data; and given details of the source of
the data (where this is available).

The Data Protection Act extends equally to all relevant records relating to living individuals, including
records held in the private health sector and health professionals’ private practice records.

Personal data held by the Practice may be:-

e Personnel/Staff records relating to a member of staff, present, past or prospective,
whether permanent, temporary or volunteer

e Health records consisting of information about the physical or mental health of an
identifiable individual made by, or on behalf of, a health professional in connection with
the care of that individual.

Access encompasses the following rights:-

e To obtain a copy of the record in permanent form
e To have information provided in an intelligible format (and explained where necessary)

The Data Protection Act also gives subjects who now reside outside the UK the right to apply for
access to their former UK health and employment records:

e Employees are legally entitled to request their personal records and may take them
outside of the UK at their own discretion.

e Original health records should not be given to people to keep/take outside the UK. A GP
or community health professional may be prepared to provide the patient with a
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summary of treatment; alternatively the patient may make a request for access in the
usual way.

Organisations must have procedures in place to ensure that individual’s rights of access are met
within a timely and appropriate fashion.

Individual’s rights regarding the sharing of their personal information are supported by the Care
Record Guarantees, which set out high-level commitments for protecting and safeguarding service
user information, particularly in regard to individuals’ rights of access to their own information, how
information will be shared (both within and outside of the organisation) and how decisions on
sharing information will be made.

In the response to the Caldicott2 Report, the Department of Health confirmed that service users
should have access to information about themselves even if it was obtained through new or non-
traditional approaches (for example, virtual consultations) to delivering health and care services.

The BMA Confidentiality and Health Records Toolkit helps identify the key factors to take into
consideration when making a decision around confidentiality and disclosure of health records.

Scope

This policy applies to any request by a patient or member of staff for access to their personal information
held by the Practice.

This policy applies to all staff (employees, governing body members, contractors) of the Practice.

Who can make an Access Request?
An application for access to personal data may be made to the Practice by any of the following:-

e anindividual

e aperson authorised by the individual in writing to make the application on an individual’s
behalf e.g. solicitor, family member, carer

e aperson having parental responsibility for the individual where he/she is a child.

e aperson appointed by a court to manage the affairs of an individual who is deemed
incompetent

e individuals who hold a health and welfare Lasting Power of Attorney

e where the individual has died, the personal representative and any person who may have
a claim arising out of the individual’s death (the executor of the deceased’s will; someone
who has been appointed as an Administrator of the Estate by the Courts; someone who
has the written consent of either of the above to be given access, someone who is in the
process of challenging the deceased’s will)

The Police may, on occasion, request access to personal data of individuals. Whilst there is an
exemption in the Data Protection Act which permits the Practice to disclose information to support
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the prevention and detection of crime, the Police have no automatic right to access; however they
can obtain a Court Order.

Parental responsibility for a child is defined in the Children’s Act 1989 as ‘all the rights, duties,
powers, responsibilities and authority, which by law a parent of a child has in relation to a child and
his property’. Although not defined specifically, responsibilities would include safeguarding and
promoting a child’s health, development and welfare, including if relevant their employment
records. Included in the parental rights which would fulfil the parental responsibilities above are:

e having the child live with the person with responsibility, or having a say in where the child
lives;

e if the child is not living with her/him, having a personal relationship and regular contact
with the child;

e controlling, guiding and directing the child’s upbringing.

Foster parents are not ordinarily awarded parental responsibility for a child. It is more likely that this
responsibility rests with the child’s social worker and appropriate evidence of identity should be
sought in the usual way.

The law regards young people aged 16 or 17 to be adults for the purposes of consent to
employment or treatment and the right to confidentiality. Therefore, if a 16 year old wishes HR or a
medical practitioner to keep their information confidential then that wish must be respected.

In some certain cases, children under the age of 16 who have the capacity and understanding to take
decisions about their own treatment are also entitled to decide whether personal information may
be passed on and generally to have their confidence respected.

Where a child is considered capable of making decisions, e.g. about his/her employment or medical
treatment, the consent of the child must be sought before a person with parental responsibility may
be given access. Where, in the view of the appropriate professional, the child is not capable of
understanding the nature of the application, the holder of the record is entitled to deny access if it is
not felt to be in the patient’s best interests.

The identity and consent of the applicant must always be established.

The applicant does not have to give a reason for applying for access.

The Practice is a Data Controller and can only provide information held by the organisation. Data
controllers in their own right must be applied to directly, the Practice will not transfer requests from

one organisation to another.

Application

Individuals wishing to exercise their right of access should:
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e Make a written application to the Practice holding the records, including via email
e Provide such further information as the Practice may require to sufficiently identify the
individual

An individual may also raise a request using the form in Appendix A, however this is not mandatory.

The Practice as “data controller” is responsible for ascertaining the purpose of the request and the
manner in which the information is supplied.

Fees and Response Time

Under GDPR the Practice musts provide information free of charge. However, we can charge a
“reasonable fee” when a request is manifestly unfounded or excessive, particularly if it is repetitive.

The fee must be based on the administrative cost of providing the information only.

The request should be initially passed to the Data Protection Officer who will manage Subject Access
Request.

The request must be complied with without delay and at least within one calendar month of receipt
of the request. This period can be extended for a further two months where requests are complex
or numerous, however the Practice must inform the individual within one month of receipt of the
request and explain why the extension is necessary.

The identity of an individual who provided/recorded information should not be disclosed, nor should
the identity of any other person/s referred to in the record(s) of the individual requesting access,
unless explicit consent has been given.

The Release Stage

The format of the released information must comply with the requester’s wishes. Where no specific
format is requested, the Practice should provide the information in the same manner as the original
request. For example, requests received via email can be satisfied via email.

The release of a health record is subject to consultation with either:-

e The health professional who is currently, or was most recently, responsible for the
clinical care of the data subject in connection with the information which is the
subject of the request

e Where there is more than one such health professional, the health professional who
is the most suitable to advise on the information which is the subject of the request

Once the records have been collated, redacted where applicable and signed off by the Caldicott
Lead, they should be sent to the requester. On no account must the original record be released.
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In denying or restricting access, a reason for the decision does not need to be given but the
applicant should be directed through the appropriate complaint channels.

Where information is not readily intelligible, an explanation (e.g. of abbreviations or terminology)
must be given.

If it is agreed that the subject or their representative may directly inspect the record, a health
professional or HR administrator must supervise the access. If supervised by an administrator, this
person must not comment or advise on the content of the record and if the applicant raises
enquiries, an appointment with a health professional must be offered

Exemptions

Access may be denied or restricted where:

e The record contains information which relates to or identifies a third party that is not a
care professional and has not consented to the disclosure. If possible, the individual
should be provided with access to that part of the record which does not contain the
third party information

e Access to all or part of the record will prejudice the carrying out of social work by reason
of the fact that serious harm to the physical or mental well-being of the individual or any
other person is likely. If possible the individual should be provided with access to that
part of the record that does not post the risk of serious harm

e Access to all or part of the record will seriously harm the physical or mental well-being of
the individual or any other person. If possible the individual should be provided with
access to that part of the record that does not pose the risk of serious harm

e If an assessment identifies that to comply with a SAR would involve disproportionate
effort under section 8(2)(a) of the Data Protection Act (Appendix C).

There is no requirement to disclose to the applicant the fact that certain information may have been
withheld.

In addition, Article 23 of the GDPR enables Members States, such as the United Kingdom to
introduce further exemptions from the GDPR’s transparency obligations and individual rights. The
Data Protection Officer can provide further information regarding exemptions applicable at the time
of receipt of the subject access request.

Complaints and Appeals

The applicant has the right to appeal against the decision of the Practice to refuse access to their
information. This appeal should be made to [insert name and role].
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If an applicant is unhappy with the outcome of their access request, the following complaints
channels should be offered:

e meet with the applicant to resolve the complaint locally

e Advise a patient to make a complaint through the complaint’s process
e Advise a member of staff to consult with their trade union representative

If individuals remain unhappy with the Practice response, they have the right to appeal to the
Information Commissioner’s Office:

https://www.ico.org.uk/Global/contact us.

Information Commissioner’s Office

Wycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF

Telephone: 0303 123 1113

Email: casework@ico.gsi.gov.uk

Roles and Responsibilities
The Caldicott Lead has executive responsibility for Subject Access Requests.
The Data Protection Officer has operational responsibility for Subject Access Requests.

All staff must be aware of how to recognise and manage a subject access request. Training will be
provided to staff likely to be in receipt of requests covering:-

e Required format of a subject access request

e Correct identification of the requesting individual

e Location of personal information

e Timescales for compliance

e Provision of information in an intelligible format

e Action to be taken if the information includes third party data or if it has been determined
that access will seriously harm an individual (see exemptions)

Monitoring and Review

Dawn Jackson Practice Manager and Dr P Abbott monitor all Subject Access Requests to ensure the
correct process has been followed and monitors any appeals/complaints relating to Subject Access
Requests.




https://www.ico.org.uk/Global/contact_us

mailto:casework@ico.gsi.gov.uk
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Equality Impact

In applying this policy, the organisation will have due regard for the need to eliminate unlawful
discrimination, promote equality of opportunity, and provide for good relations between people of
diverse groups, in particular on the grounds of the following characteristics protected by the Equality
Act (2010); age, disability, gender, gender reassignment, marriage and civil partnership, pregnancy
and maternity, race, religion or belief, and sexual orientation, in addition to offending background,
trade union membership, or any other personal characteristic.

Form — Subject Access Request Form

The [PRACTICE] respects the rights of individuals to have copies of their information wherever possible.

Personal information collected from you by this form, is required to enable your request to be
processed, this personal information will only be used in connection with the processing of
this Subject Access Request.

Charges Payable: In accordance with legislation no fee will be charged for your request, unless the request is
manifestly unfounded or excessive, particularly if it is repetitive. Before any further action is taken, we will contact you
with details of our “reasonable administrative charges” in order to comply with your request.

PLEASE COMPLETE IN BLOCK CAPITALS - lllegible forms will delay the time taken to respond to requests.

1. Details of Patient/Clients/Staff members records to be accessed (Please complete one form per
person)

Surname Date of Birth

Forename(s) Current Address

Any former names (If Applicable)
Full Postcode

Telephone Number Previous Address (If Applicable)

NHS Number (If known/relevant)

Full Postcode

If further details are available please include in a separate covering note.

2. Details of Records to be Accessed

In order to locate the records you require please provide as much information as possible. Please list the department
or services you have accessed that you require records from: i.e. PALs, complaints, continuing healthcare or Human
resources etc (Continue on a separate sheet if required).

Records dated from Department or services accessed

I I to I
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3. Details of applicant (Complete if different to patients/clients/staff members details)

Full Name

Company (if Applicable)

Relationship with individual who's records
have been requested

Address to which a reply
should be sent

Postcode: Tel:
4 Authorisation to release to applicant (to be completed by the patients/clients/staff member if not making
: their own request)
| (Print name) hereby authorise the [PRACTICE] to release any
personal data they may hold relating to me to the above applicant and to whom | authorise to act on my behalf.
Signature of patient/client/staff member : Date: / /
5. Declaration

| declare that information given by me is correct to the best of my knowledge and that | am entitled to apply
for access to the health record(s) referred to above, under the terms of the Access to Health Records Act
(1990) / Data Protection Act.

Please select one box below:

U | am the patient/client/staff member (data subject).

U4 | have been asked to act on behalf of the data subject and they have completed section 4 -authorisation
above.

O | am acting on behalf of the data subject who is unable to complete the authorisation section above
(Covering letter with further details supplied).

U | am the parent/guardian of a data subject under 16 years old who has completed the authorisation
section above. (Please include proof such as birth certificate)

U I am the parent/guardian of a data subject under 16 years old who is unable to understand the request
and who has consented to my making the request on their behalf.

U | have been appointed the Guardian for the patient/client, who is over age 16 under a Guardianship
order (attached).

U | am the deceased patient/client’s personal representative and attach confirmation of my appointment.

U | have a claim arising from the patient/client’s death and wish to access information relevant to my claim
(Covering letter with further details to be supplied).
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Please Note:

If you are making an application on the behalf of somebody else we require evidence of your authority to do
so i.e. personal authority, court order etc.

It may be necessary to provide evidence of identity (i.e. Driving Licence).

If there is any doubt about the applicant’s identity or entitiement, information will not be released until further
evidence is provided. You will be informed if this is the case.

Under the terms of the Data Protection Act, requests will be responded to within 30 days after receiving all
necessary information and/or fee required to process the request.

If you are making a request under the Access to Health Records Act 1990, requests will be responded to
within 40 days where no entries have been made to the patient/client’s record 40 days immediately preceding
the date of this request, otherwise requests will be responded to within 21 days after receiving all necessary
information and/or fee required to process the request.

Under the terms of Section 7 of the Data Protection Act, Information disclosed under a Subject Access
Request may have information removed; this is to ensure that the confidentiality is maintained for third parties
referred to who have not consented to their information being disclosed.

Print Name

Signed Date
(Applicant)

Please complete and send this document to:

Brookvale Practice
Hallwood Health Centre
Hospital Way

Runcorn

WA7 2UT
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Has a subject access request
been received in writing

\ 4

(completed SAR form or via
YES

email)?

NO

Do you reasonably require
more information to process

the request?

YES

A

y

Advise requester that the
request must be in writing
(either using the SAR Form or

Request additional supporting information from
requester and advise that the one calendar
month response timeframe will only apply once

NO

\4

NO

\ 4

Do you hold
information relating to
the data subject?

NO

Notify the data subject
in writing that no
information is held by
the PRACTICE

via email) all outstanding information has been received.
YES

Has all the information to be Can the information
Package information and released been reviewed by the YES be provided without
covering letter for /| clinical lead / IAO and redacted | including references
approval by the Caldicott before submission to the Caldicott to a third party (even
Lead A

NO NO
l APPROVED A\ 4

Clinical lead / IAO to

Release information conduct review and

redaction process

Notify the data
subject in writing tha
the information
cannot be disclosed

t

A

Do any exemptions
from disclosure apply?

YES

Notify the data
subject in writing that
the information is

exempt from

Appendix B:
Subject Access
Request —
Flow Diagram

YES — acknowledge receipt of the
request, log and assign a
reference number
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Appendix C - Disproportionate Effort Exemption Guidance

This guidance sheet is based on the revised Information Commissioner Subject Access Code of
Practice that was issued in July 2017:

https://ico.org.uk/media/for-organisations/documents/2014223/subject-access-code-of-

practice.pdf

1. What is disproportionate effort?

(@]

(@]

(0]

(0]

The ‘disproportionate effort’ exception is in section 8(2) of the DPA. The Court of Appeal has
provided clarification as to its application in its 2017 judgments in the cases of Dawson—
Damer * and Ittihadieh/Deer and Oxford University 2

The DPA does not define ‘disproportionate effort’, but the court has explained that there is
scope for assessing whether, in the circumstances of a particular case, complying with a
request by supplying a copy of the requested information in permanent form would result in
so much work or expense as to outweigh the requester’s right of access to their personal
data

The court also made it clear that in assessing whether complying with a SAR would involve
disproportionate effort under section 8(2)(a) you may take into account difficulties which
occur throughout the process of complying with the request, including any difficulties you
encounter in finding the requested information

This approach accords with the concept of proportionality in EU law, on which the DPA is
based. When responding to SARs, the Information Commissioner expects you to evaluate the
particular circumstances of each request, balancing any difficulties involved in complying
with the request against the benefits the information might bring to the data subject, whilst
bearing in mind the fundamental nature of the right of subject access

2. How is this applied in practice?

o

o

In order to apply the exception, the burden of proof is on you as data controller to show that
you have taken all reasonable steps to comply with the SAR, and that it would be
disproportionate in all the circumstances of the case for you to take further steps

The Information Commissioner considers it good practice for you to engage with the
applicant, having an open conversation about the information they require. This might help
you to reduce the costs and effort that you would otherwise incur in searching for the
information

If the Information Commissioner receives a complaint about your handling of a subject
access request, they may take into account your readiness to engage with the applicant and




https://ico.org.uk/media/for-organisations/documents/2014223/subject-access-code-of-practice.pdf

https://ico.org.uk/media/for-organisations/documents/2014223/subject-access-code-of-practice.pdf
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balance this against the benefit and importance of the information to them, as well as taking
into account their level of co-operation with you in the course of the handling of a request

Even if you can show that supplying a copy of information in permanent form would involve
disproportionate effort, you must still try to comply with the request in some other way, if
the applicant agrees. This could form a useful part of your discussions with the applicant, in
order to identify an alternative way of satisfying their request

In addition, even if you do not have to supply a copy of the information in permanent form,
the requester still has the right:

o to be informed whether you are processing their personal data; and
o if so, to be given a description of:

= the personal data in question; o the purpose of the processing; and o the
recipients or classes of recipients; and

= to be given information about the source of the personal data.

Example

o

An organisation has decided that to supply copies of an individual’s records in permanent
form would involve disproportionate effort

Rather than refuse the individual access, they speak to her and agree that it would be
preferable if she visited their premises and viewed the original documents. They also agree
that if there are documents she would like to take away with her, they can arrange to provide
copies

Key things to remember

o

Where the disproportionate effort argument is used this is NOT a reason for not seeking to
respond to a request

This is about recognizing the difficulties that an organisation at times may have in finding
information and providing a constructive approach that recognizes this

The applicant still has the right of appeal and an organisation MUST be able to demonstrate
the structured approach that it has taken if the disproportionate effort argument is used







